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UNITED STATES DISTRICT COURT

DISTRICT OF VERMONT 20060CT -2 PM 3:L9
) oy .JLL
THE UNITED STATES OF AMERICA, ) DEPUTY CLERK T
) CIVIL ACTION NO.:
Plaintiff, )
) COMPLAINT g’ Obo-cv - I§ §
v. )
)
JAMES VOLZ, in his official capacity as )
Chairman of the Vermont Public Service Board; )
DAVID C. COEN in his official capacity as )
Board Member of the Vermont Public Service )

Board; JOHN D. BURKE in his official capacity as )
Board Member of the Vermont Public Service )
Board; DAVID O’BRIEN, in his official capacity )
as Commissioner of the Vermont Department of )
Public Service; AT&T COMMUNICATIONS OF )
NEW ENGLAND, INC.; and VERIZON NEW

ENGLAND INC. D/B/A VERIZON VERMONT,

)

)

)

Defendants. )
)

Plaintiff, the United States of America, by its undersigned attorneys, brings this civil
action for declaratory and injunctive relief, and alleges as follows:

INTRODUCTION

1. In this action, the United States seeks to prevent the disclosure of highly confidential
and sensitive government information that the defendant officers of the Vermont Public Service
Board (“VPSB”) and Vermont Department of Public Service (“VDPS”) have sought to obtain
from telecommunications carriers without proper authorization from the United States.
Compliance with the ordered production or similar discovery, issued by those officers under state
law, would first place the carriers in a position of having to confirm or deny the existence of

information that cannot be confirmed or denied without causing exceptionally grave harm to
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national security. And if particular carriers are indeed supplying foreign intelligence information
to the Federal Government, compliance with the order would require disclosure of the details of
that activity. The defendant state officers’ attempts to order the disclosure of such information
are invalid under the Supremacy Clause of the United States Constitution and are preempted by
the United States Constitution and various federal statutes. The VPSB and VDPS have no
authority to investigate the alleged foreign-intelligence gathering functions of the United States.
This Court should therefore enter a declaratory judgment that the defendant state officers do not
have the authority to require the disclosure of confidential and sensitive federal government
information and thus cannot enforce the order they have served on the telecommunications
carriers to the extent it seeks information related to the alleged federal operations of the United
States, and should enter an injunction prohibiting such actions.

JURISDICTION AND VENUE

2. The Court has jurisdiction pursuant to 28 U.S.C. §§ 1331, 1345.
3. Venue lies in the District of Vermont pursuant to 28 U.S.C. § 1391(b)(1)-(2).
PARTIES

4. Plaintiff is the United States of America, suing on its own behalf.

5. Defendant James Volz is the Chairman of the Vermont Public Service Board, which
maintains its offices in Montpelier, Vermont in Washington County. He is being sued in his
official capacity.

6. Defendant David C. Coen is a Board Member of the Vermont Public Service Board,
which maintains its offices in Montpelier, Vermont in Washington County. He is being sued in
his official capacity.

7. Defendant John D. Burke is a Board Member of the Vermont Public Service Board,
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which maintains its offices in Montpelier, Vermont in Washington County. He is being sued in
his official capacity.

8. Defendant David O’Brien is the Commissioner of the Vermont Department of Public
Service, which maintains its offices in Montpelier, Vermont in Washington County. He is being
sued in his official capacity.

9. Defendant AT&T Communications of New England, Inc., is a New York corporation
with its principal place of business in New J erséy and operates in the State of Vermont. Itis a
wholly owned subsidiary of AT&T Corporation, and has received a copy of the order requiring
responses to information requests of a Vermont agency.

10. Defendant Verizon New England Inc. d/b/a Verizon Vermont is a New York
corporation with a principal place of busihess in Boston, Massachusetts and operates in the State
of Vermont and has received a copy of the order requiring responses to information requests of a
Vermont agency.

11. Defendants Volz, Coen, Burke, and O’Brien are referred to as the “State
Defendants.”

12. Defendants AT&T Communications of New England, Inc., and Verizon New
England Inc. d/b/a Verizon Vermont are referred to as the “Carrier Defendants.”

STATEMENT OF THE CLAIM
I The Federal Government Has Exclusive Control Vis-a-Vis the States With Respect
to Foreign-Intelligence Gathering, National Security, the Conduct of Foreign

Affairs, and the Conduct of Military Affairs.

13. The Federal Government has exclusive control vis-a-vis the States over foreign-
intelligence gathering, national security, and the conduct of war with foreign entities. The

Federal Government controls the conduct of foreign affairs, the conduct of military affairs, and
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the performance of the country’s national security function.

14. In addition, Various federal statutes and Executive Orders govern and regulate access
to information relating to foreign intelligence gathering.

15. For example, Section 102A(i)(1) of the Intelligence Reform and Terrorism
Prevention Act of 2004, Pub. L. No. 108-458, 118 Stat. 3638 (Dec. 17, 2004), codified at 50
U.S.C. § 403-1(i)(1), confers upon the Director of National Intelligence the authority and
responsibility to “protect intelligence sources and methods from unauthorized disclosure.”

16. Federal law also makes it a felony for any person to divulge classified information
“concerning the communication intelligence activities of the United States” to any person who
has not been authorized by the President, or his lawful designee, to receive such information. 18
U.S.C. § 798.

17. And federal law establishes unique protections from disclosure for information
related to the National Security Agency. Federal law states that “nothing in this . . . or any other
law . . . shall be construed to require disclosure of . . . any function of the National Security
Agency, [or] of any information with respect to the activities thereof.” 50 U.S.C. § 402 note.

18. Several Executive Orders have been promulgated pursuant to these constitutional
and statutory authorities that govern access to and handling of national security information.

19. First, Executive Order No. 12958, 60 Fed. Reg. 19825 (April 17, 1995), as amended
by Executive Order No. 13292, 68 Fed. Reg. 15315 (March 25, 2003), prescribes a uniform
system for classifying, safeguarding, and declassifying national security information. It provides
that:

A person may have access to classified information provided that:

(1) a favorable determination of eligibility for access has been made by an
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agency head or the agency head's designese;

(2) the person has signed an approved nondisclosure agreement; and

3) the person has a need-to-know the information.
Exec. Order No. 13292, Sec. 4.1(a). “Need-to-know” means “a determination made by an
authorized holder of classified information that a prospective recipient requires access to specific
classified information in order to perform or assist in a lawful and authorized governmental
function.” Exec. Order No. 12958, Sec. 4.1(c). Executive Order No. 12958 further states, in
part, that “Classified information shall remain under the control of the originating agency or its
successor in function.” Exec. Order No. 13292, Sec. 4.1(c).

20. Second, Executive Order No. 12968, 60 Fed. Reg. 40245 (Aug. 2, 1995), establishes
a uniform Federal personnel security program for employees of the Federal Government, as well
as employees of an industrial or commercial contractor of a Federal agency, who will be
considered for initial or continued access to the classified information. The Order states, in part,
that “Employees who are granted eligibility for access to classified information shall . . . protect
classified information in their custody from unauthorized disclosure . . . .” Exec. Order No.
12968, Sec. 6.2(a)(1).

21. In addition, the courts have developed several doctrines that are relevant to this
dispute and that establish the supremacy of federal law with respect to national security
information and intelligence gathering. For example, suits alleging secret espionage agreements
with the United States are not justiciable.

22. The Federal Government also has an absolute privilege to protect military and state
secrets from disclosure. Only the Federal Government can waive that privilege, which is often

called the “state secrets privilege.”
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II. Alleged NSA Activities and the Federal Government’s Invocation of the State
Secrets Privilege

23. On May 11, 2006, USA Today published an article alleging that the NSA has been
secretly collecting the phone call records of millions of Americans from various
telecommunications carriers. The article reported on the purported activities of some of the
Carrier Defendants in this case. No United States official has confirmed or denied the existence
of the alleged program subject of the USA Today article. Unclassified Declaration of Keith B.
Alexander in Terkel v. AT&T, et al., (“Alexander Decl.”) § 8 (Exhibit A, attached to this
Complaint).

24. Since January 2006, more than 30 class action lawsuits have been filed alleging that
telecommunications carriers, including the Carrier Defendants, have unlawfully provided
assistance to the NSA. The first lawsuit, Hepting v. AT&T Corp., et al., was filed in the District
Court for the Northern District of California in January 2006. Case No. C-06-0672-VRW.

25. Those lawsuits, including the Hepting case, generally make two sets of allegations.
First, the lawsuits allege that the telecommunications carriers unlawfully intercepted the contents
of certain telephone calls and emails and provided them to the NSA. Second, the lawsuits allege
that telecommunications carriers have unlawfully provided the NSA with acbess to calling
records and related information. An example of the second kind of case is Terkel v. AT&T, et al.,
filed in the Northern District of Illinois in May 2006. Case No. C-06-2837 (MFK).

26. On August 9, 2006, the Judicial Panel on Multidistrict Litigation granted a motion to
transfer all of these lawsuitsv to a single district court — the U.S. District Court for the Northern
District of California — for pretrial proceedings. In re: National Security Agency

Telecommunications Records Litigation, MDL Docket No. 1791 (JPML).
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